
	
	
	
	
	
	
	
	
	
	
	
	
	

CYBER  THREATS	

ACTION  GUIDE	
	

Vision: Our vision is to provide a weekly, step-by-step guide to help people 
prepare before a given threat becomes a reality. We encourage you to print 
and keep a collection of these weekly guides and website information. We also 
suggest you keep your collection in a notebook in case there is a loss of the 
internet and power at the very time you need these guides.	

	
	

We believe as you consider these guidelines and prepare, you will gain the 
knowledge and skills to adapt to the anticipated threats. These guides may not 
address every contingency but, being prepared for threats and disasters in 
general helps individuals gain the peace of mind that they have done what they 
can do to enhance their chances for safety, survival, and the well-being of their 
communities. This resource and comprehensive approach fosters resilience 
and prosperity in challenging times when many others may be caught off 
guard.	

	
	

Expert Content: Steve Stratton, Former Green Beret, author, and podcaster 
has many books and materials to help you protect yourself against cyber- 
attacks. His career started as White House Communications Agency supporting 
the needs of President’s Ford and Carter, Vice President’s Rockefeller and 
Mondale and Secretary of State Henry Kissinger. Visit Amazon.com to check 
out Steve’s very informative books.  
WATCH	WWT	PODCAST		https://vimeo.com/manage/videos/1032073159	
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CYBER  THREATS	

DEFINITIONS	
	

Cyber Threats: refer to malicious acts that seek to damage, disrupt, or gain 
unauthorized access to computer systems, networks, or devices. These threats 
can originate from various sources, including individual hackers, organized 
crime groups, state-sponsored actors, and even insider threats. Below are 
some common types of cyber threats.	

	
	

Please note - Organizations must  implement robust cybersecurity 
measures   to  protect  against  cyber  threats,  including  regular 
updates, employee training, and incident response plans. 	
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MALWARE  -  PHISHING	
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Topic One	
	
T hi s  is  so f tware  d e s i g n e d  to  h a r m  or  exp lo i t  a n y  p r o g r a m m a b l e  dev i ce  o r  
network. Types of malwares include viruses, worms,  trojans, ransomware,  and 
spyware.   Phishing  involves  deceiving  individuals  into  providing  sensitive 
information, such as passwords or  credit card numbers ,  by  masquerading as  a  
t rus twor thy  ent i ty  in  e lec t ronic  co m m u n ica t i o n s .  R a n s o m w a r e  is  a  type  o f  
ma lware   that   encrypts   the   vict im's   files  an d   d em ands   paymen t   for   the  
decryption key. It can lead to significant data loss and financial damage. 	
	
	
	
	
	
	
	
	

Notes	
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DENIAL  OF  SERVICE	

(DOS)  ATTACKS	
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Topic Two	
	
T h e s e  a t t acks  a i m  to  m a k e  a  se rv ice  unava i l ab le  b y  o v e r w h e l m i n g  it  w i t h  
traffic, thus disrupting the normal functioning of  websites or networks. 	
	
	
	
	
	
	

Notes	
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MAN-IN-THE-MIDDLE	

(MITM)  ATTACKS	
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Topic Three	
	
In these attacks, the perpetrator secretly intercepts and relays messages 
between two parties who that we believe they are directly communicating 
with each other. Insider Threats are threats come from individuals within the 
organization, such as employees or contractors, who misuse their access to 
harm the organization intentionally or unintentionally.	
	
	
	

Notes	
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SQL  INJECTION	
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Topic Four	
	
This  occurs   when   an   attacker  inserts  malicious  S Q L   code  into  a   query,  
al lowing them to manipulate  the database and  access or  alter sensitive data. 	
	
	

Notes	
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CREDENTIAL  STUFFING	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

7	

Topic Five	
	
This  is  a n  au toma ted  a t tack  w h e r e  s to len  u s e r n a m e  a n d  pas sw o rd  pai rs  a re  
used to gain  unauthor ized access  to user  accounts  across  mult iple  platforms.  
W i t h  the  r i se  o f  t he  In te rne t  o f  T h i n g s  ( IoT) ,  m a n y  d e v i c e s  h a v e  b e c o m e  
targets due  to inadequate securi ty measures ,  leading to  potential  breaches. 	
	
	
	

Notes	
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SOCIAL  ENGINEERING	
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Topic Six	
	
This  manipulat ive  technique  exploits  h u m a n  psychology to  trick individuals 
in to    d ivu lg ing    conf ident ia l    in format ion    o r    pe r fo rming    ac t ions    that  
compromise  security. 	
	
	

Notes	
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PEACE  &  SPIRITUAL	

LIVING	
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Topic Seven	
	
Peace could be very elusive during a worldwide threat because of the stress any 
individual threat would create in one’s life. Let alone if these threats appear in 
clusters  or  simultaneously,  as  often  is  the  case.  Dealing  with  stress  is  very 
important during times of personal relationship problems, financial, health, and 
survival issues. Successful stress management and remaining clear headed could 
make the difference in your survival.	
	
	
More than stress management, maintaining your peace during a disaster could 
prove to be more valuable than the gold you stored to barter with. Having peace 
can help your family, friends, and all of those around you that are in a critical 
situation to survive in an abundant way.	
	
	
Peace is directly associated with spirituality. If you have not considered spirituality, 
now would be the time to develop it while we are in a relatively peaceful time. 
Seeking a Higher Power for peace makes since when so many things will be out of 
your control during a worldwide threat.	
	
	
Believing Jews look to the God of Abraham, Isaac, and Jacob to bring them peace. 
Prophecies of the Messiah help the Jews focus on God as their victor and keeper. 
For Jews, their bible predicts the coming of the Messiah who will protect them and 
establish his forever kingdom.	
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PEACE  &  SPIRITUAL	
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Topic Seven	
	
Those who know the Jesus of the Christian Bible will deal with stress completely 
differently than those who do not. There are several reasons for that. First, the bible 
is full of prophecies foretelling the birth and mission of Jesus to make peace 
between God and mankind in addition to his return to set up a kingdom of His 
peace. Jesus came and fulfilled the prophecies of his birth, death, and resurrection. 
Christians have a great deal of evidence that he will keep his promise to return and 
ultimately  establish  worldwide  peace.  The  well-known  Christmas  prophecy 
hundreds of years before his birth in Isaiah 9:6 identified Jesus as the Prince of 
Peace. He offers that peace to you today if you but ask (John 14:27).	
	
	
Prophecies are comforting and stress reducing because they come from a loving 
Higher Power that is communicating with his people what to expect.	
Prophecies for the Christian tell the nature of the times in which Jesus was, is and 
will be.	
	
	
If  you  are  encouraged  by  the  WorldwideThreat.com  please  consider  visiting 
www.LiveInThePresence.com.  We  produced  a  video  series  called  Living  in  the 
Presence. These shows were produced in different places in the world and primarily 
show how people in difficult and life-threatening situations live a life of peace and 
prosperity in many ways.	
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Topic Seven	
	
To be part of the Worldwide Threat Family is to understand how to be prepared for 
the threats. Part of the that preparation is to do your part to support the local 
storehouse that helps people in need, otherwise known as the local church. Both 
Jews and Christians know the importance of this principal from the example of 
Joseph in the Old Testament storing up goods in the storehouse. If you do your part 
to support your local church, God promises to protect the remainder of your 
supplies in Malachi 3:10-18. That should give you some peace as well.	
	
If you are not walking in peace, we can help you by introducing you to Jesus and 
giving you free information that will help. We welcome you to contact us by phone 
888-391-0354, email at info@theworldwidethreat.com or text at 828-330-4883 and 
we will be glad to discuss all of this.	
	
We hope to see you next Thursday for latest instalment of the Worldwide Threat. 
Until then, we will leave you with one last thought.	
	
Jesus says in John 14:1-3, 27-28; 
Jesus is the way to the Father	
14 Jesus said to his disciples, ‘Do not be sad or afraid. Believe in God, and also 
believe in me. 2 There are many rooms in my Father's house. I will go now so that I 
can prepare a place for you there. If it was not true, I would not have told you this.	
3 After I have prepared a place for you, I will return. Then I will take you so that you 
will be with me. You will be where I am…27 I will go away but I will give you a gift of 
peace. It is mine to give and yours to keep. It is not like a gift that this world gives. 
Do not let yourselves be sad. Do not be afraid. 28 You heard me say to you, “I will 
go away, but I will return to you.” (EEV)	
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Disclaimer: The ideas and suggestions in these guides are not meant to provide 
professional advice. W e  suggest you communicate with professionals in all areas 
to design and prepare for any threats you or your family may  face. These guides 	
and information is provided free for you to share with friends and family but may 	

not be copied or used for commercial  or  business use without our  written 	
permission. 	

	
	

Copyright 2024 - TheWorldwideThreat.Com 	
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