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ACTION GUIDE
CYBER THREATS

WATCH VIDEO
READ & LISTEN TO PODCAST

OUR VISION

Our vision is to provide a weekly, step-by-step guide to help people
prepare before a given threat becomes a reality. We encourage you
to print and keep a collection of these weekly guides and website
information. We also suggest you keep your collection in a notebook
in case there is a loss of the internet and power at the very time you
need these guides. We believe as you consider these guidelines and
prepare, you will gain the knowledge and skills to adapt to the
anticipated threats.

These guides may not address every contingency but, being
prepared for threats and disasters in general helps individuals gain
the peace of mind that they have done what they can do to enhance
their chances for safety, survival, and the well-being of their
communities. This resource and comprehensive approach foster
resilience and prosperity in challenging times when many others may
be caught off guard.

Expert Content: Steve Stratton, Former Green Beret, author, and
podcaster have many books and materials to help you protect
yourself against cyberattacks. His career started as White House
Communications Agency supporting the needs of President’s Ford
and Carter, Vice President’s Rockefeller and Mondale and Secretary
of State Henry Kissinger.

Visit Amazon.com to check out Steve’s very informative books.

WATCH WWT PODCAST
https://vimeo.com/manage/videos/1032073159


https://vimeo.com/1032073159
https://www.theworldwidethreat.com/post/cyber-attacks/

CYBER THREATS

TOPIC 1
MALWARE-PHISHING

This is software designed to harm or exploit any programmable
device or network. Types of malwares include viruses, worms,
trojans, ransomware, and spyware. Phishing involves deceiving
individuals into providing sensitive information, such as passwords
or credit card numbers, by masquerading as trustworthy entity in
electronic communications.

Ransom ware is a type of malware that encrypts the victim's files and
demands payment for the decryption key. It can lead to significant
data loss and financial damage.

TOPIC 2
DENIAL OF SERVICE (DOS) ATTACKS

These attacks aim to make a service unavailable by overwhelming it
with traffic, thus disrupting the normal functioning of websites or
networks.

TOPIC 3
MAN - IN - THE - MIDDLE (MITM) ATTACKS

In these attacks, the perpetrator secretly intercepts and relays
messages between two parties who that we believe they are directly
communicating with each other Insider Threats are threats come
from individuals within the organization, such as employees or
contractors, who misuse their access to harm the organization
intentionally or unintentionally.



TOPIC 4
SQL INJECTION

This occurs when an attacker inserts malicious SQL code into a
query, allowing allowing them to manipulate the database and
access or alter sensitive data.

TOPIC §
CREDENTIAL STUFFING

This is a n automated attack where stolen username and password
pairs are used to gain unauthorized access to user accounts across
multiple platforms. With the rise of the

Internet of Things (loT), many devices have become targets due to
inadequate security measures, leading to potential breaches.

TOPIC 6
SOCIAL ENGINEERING

This manipulative technique exploits human psychology to trick
individuals into divulging confidential information or performing
actions that compromise security.

TOPIC 7
RECEIVE PEACE AND LESS STRESS

In our opinion, those who know the Bible will deal with stress
completely differently than those who do not. There are several
reasons for that. First, the bible is full of prophecies foretelling the
birth and mission of Jesus to make peace between God and mankind
in addition to his return to set up a kingdom of His peace.

Jesus came and fulfilled the prophecies of his birth, death, and
resurrection. Christians have a great deal of evidence that he will
keep his promise to return and ultimately establish worldwide peace.



The well- known Christmas prophecy hundreds of years before his
birth in Isaiah 9:6 identified Jesus as the Prince of Peace. He offers
that peace to you today if you but ask (John 14:27).

Prophecies are comforting and stress reducing because they come
from a loving Higher Power that is communicating with his people
what to expect. Prophecies for the Christian tell the nature of the
times in which Jesus was, is and will be.

This Guide was designed to help us all understand how to be
prepared for hardship and crisis. Part of the that preparation is to do
your part to support the local storehouse that helps people in need,
otherwise known as the local church and other organizations.

Believers know the importance of this principal from the example of
Joseph in the Old Testament storing up goods in the storehouse. If
you do your part to support your local church, God promises to
protect the remainder of your supplies in Malachi 3:10-18. That
should give you some peace as well.

Jesus is the way to the Father & Jesus said to his disciples,

‘Do not be sad or afraid. Believe in God and believe in me. There are
many rooms in my Father's house. | will go now so

that | can prepare a place for you there. If it was not true, | would not
have told you this.

After | have prepared a place for you, | will return. Then | will take
you so that you will be with me. You will be where | am. | will go away
but | will give you a gift of peace. It is mine to

give and yours to keep. It is not like a gift that this world gives.

Do not let yourselves be sad. Do not be afraid. You heard me say to
you, “I will go away, but | will return to you.” (EEV)

For greater detail review our Spiritual Action Guide.
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